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Contexte

Théoreme :
« Vivons heureux, vivons caches

Corolaire :

« Si une machine peut falsifier son
ARSYGAGS S0 f /
YAYAYAEAS f QF G0NJ Y [
perturbe la pertinence des attaques ecy "'est
ciblees a sa nature apparente.» Pas Une

Pile.
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Etymologie
I IpMorph
A Dugreekancien> =~ ‘"' > . morphéstakis«forme de pile ».
T Suffixe

A -morph/mO &

1. 9y NBflIGA2Y | @SO fF F2NKX¥S RQdzy
I Apparentés étymologiques

1. FingerprintFucker

2. OSfingerprintfrustrating

3. Packetscrubbing
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NETWORK

IpMorphis an Open Source project owned, developed and supported by DIATEAM



This document is licensed under a Creative Commons Attribution 3.0 Lic

|p|\/|0|’ph . « unification de la mystification de prise d'empreinte»
I & R QdzilpMorpla

N
——

OSFP Actif + I\7Iachine réelle

IpMorphis an Open Source project owned, developed and supported by DIATEAM



Etat de I'art de la mystification [7]

I Stealthpatch :Unmaintainedas of 2002, GNU/Linukernel2.2-2.4[14]
I Blackhole FreeBSDkerneloptions [16]
I IPlog: Unmaintanedas of 2001, *BS[L7]
I Packefilter : OpenBS[}18]
A Configuration et modification de pile TCP/IP ("hdsased)
I IpPersonality[19]
I FingerprintFucker{12][13]
I Fingerprintscrubber[1]
I OSfuscatg8]
A Substitution de pile TCP/IP ("proxXyehaviour")
I Honeyd[9]
I Packetpurgatory/ Morph [10]
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Socle logiciel

A Langage C++
A Application «UserLand»
A Utilisation du «framework » Qt4
A Eléments constituants :
I IpMorph(Corg
I IpMorphController
I IpMorphPersonalityManager
i IpView(IpMorph GUI)
A Portabilité :
I GNU/Linux
I *BSD, Mac OS
A License GPLv3
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Architecture géneérale
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Nmap: Base des signature$x()

FingerprintFreeBSO.0-CURRENT

Class FreeBSD | FreeBSD | 7.X | general purpose

SEQ(SP=1a0D%GCD=<7%ISR=128%TI=RD%II=RI%TS=20|21|22)
OPS(01=M5B4NWS8NNT11%02=M578NW8NNT11%03=M280NWBNNT11%04=M5B4NWBNNT11%05=M218NWSBNNT11%06=M1(
WIN(W1=FFFF%W2=FFFF%W3=FFFF%W4=FFFF%W5=FFFF%W6=FFFF)

X

T7(R=Y%DF=Y%T=40%TG=40%W=0%S=Z%A=S%F=AR%0=%RD=0%Q=)
U1(DF=N%T=40%TG=40%TOS=0%IPL=38%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUL=G%RUD=G)
IE(DFI=S%T=40%TG=40%TOSI=S%CD=S%SI|=S%DLI=S)

A Plusieurs centaines de signatures
A Téléchargeable : http://nmap.org/svn/nmagps-db
A Compromis entre compacité versus lisibilité

FingerprintLinux 2.6.1% 2.6.20

Class Linux | Linux | 2.6.X | general purpose

SEQ(SP=BF%GCD=<7%ISREC%TI=Z%II=1%TS=7)
OPS(01=M5B4ST11NW1%02=M5B4ST11NW1%0O3=M5B4ANNT11INW1%04=M5B4ST11NW1%05=M5B4ST11NW1%06=M5B4ST1
X

T6(R=Y%DF=Y%T=40%TG=40%W=0%S=A%A=Z2%F=R%0=%RD=0%Q=)
T7(R=Y%DF=Y%T=40%TG=40%W=0%S=2%A=S+%F=AR%0=%RD=0%Q=)
UL1(DF=N%T=40%TG=40%TOS=C0%IPL=164%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUL=G%RUD=G)
IE(DFI=N%T=40%TG=40%TOSI=S%CD=S%SI=S%DLI=S)
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Xprobe2 : Base des signaturdxt()

fingerprint{

OS_ID = "Microsoft Windows 2003 Server Enterprise Edition"

#Module A #Module B #Module C #Module D

icmp_echo_reply y icmp_timestamp_reply y icmp_addrmask_repky n icmp_addrmask_replky n

icmp_echo_code 0 icmp_timestamp_reply_ttk <128 icmp_addrmask_reply_t# <128 icmp_addrmask_reply_t# <128

icmp_echo_ip_ié¢ 10 icmp_timestamp_reply_ip_id !0 icmp_addrmask_reply_ip_#d!0 icmp_addrmask_reply_ip_#l!0

icmp_echo_tos_bits O

Xprobe2 icmp_echo_df_bit 1 #Module E o ,
[xprobeZ.conf] icmp_echo_reply_tt < 128 #IP_Header_of the_UDP_Port #Original_data_echoed_with_the_UDP_Port

Unreachable_error_message Unreachable_error_message

#Module G [TCP RST|ACK] icmp_unreach_reply y icmp_unreach_echoed_udp_cksan©OK

tcp_rst_reply=y icmp_unreach_echoed_dtsize>64 icmp_unreach_echoed_ip_cksumOK

—_— tcp_rst_df=0 icmp_unreach_reply_ttf <128 icmp_unreach_echoed_ip_#rOK

tep_rst_ip_id 1=10 icmp_unreach_precedence_b#0 icmp_unreach_echoed_total_lenOK

tep_rst_ip_id 2=10 icmp_unreach_df_bit 0 icmp_unreach_echoed_3bit_flags = OK

tcp_rst_ip_id_strategy | icmp_unreach_ip_ie !0

tcp_rst_ttl= <128
#Module F [TCP SYN | ACK Module]
#IP header of the TCP SYN | ACK  #Informationfromthe TCP header
tcp_syn_ack_tos 0 tcp_syn_ack_ackl
tcp_syn_ack_df 1 tcp_syn_ack_window_size65535,64240,17520
tcp_syn_ack_ip_id 10 tcp_syn_ack_options_order"MSS NOP WSCALE NIOPSACK"
tcp_syn_ack_ttk <128 tcp_syn_ack_wscate0

tcp_syn_ack_tsval 0
} tcp_syn_ack_tseer O
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01-06: TCP
Options

(ordering&
values)

DEIPR2 Y
fragment bit

_—

T: IP initial
TN ERORYE]

TG IP initial

time-to-live
guess

GCD TCP ISN ISR TCP TI: TCP IP ID Il ICMP IP ID SS SharedP ID
Greatest ISNcounter sequenceggeneration seqguencegeneration sequence
CommorDivisor Rate algorithm algorithm Boolean

TS: TCP
timestamp
option algorithm

FingerprintFreeBSD.0-CURRENT

Class FreeBSD | FreeBSD | 7.X | general purpose
SEQ(SP=1a1DD%GCD=<7%ISR=102%TI=RD%I=RI%TS=20|21|22)
OPS(01=M5B4NWS8NNT11%02=M578NW8NNT11%03=M280NWBNNT11%04=M5B4NWBNNT11%05=M218NWBNNT11%06=M1d
WIN(W1=FFFF%W2=FFFF%W3=FFFF%W4=FFFF%W5=FFFF%W6=FFFF)
ECN(R=Y%DF=Y%T=40%TG=40%W=FFFF%0=M5B4NW8%CC=N%Q=)
T1(R=Y%DF=Y%T=40%TG=40%S=0%A=S+%F=AS%RD=0%Q=)

T2(R=N)

T3(R=YYDF=Y%T=40%TG=40%W=FFFF%S=0%A=S+%F=AS%0=M109NW8NNT11%RD=0%Q=)
T4(R=Y%DF=Y%T=40%TG=40%W=0%S=A%A=2%F=R%0=%RD=0%Q=)
T5(R=Y%DF=Y%T=40%TG=40%W=0%S=Z%A=S+%F=AR%0=%RD=0%Q=)
T6(R=Y%DF=Y%T=40%TG=40%W=0%S=A%A=Z%F=R%0=%RD=0%Q=)
T7(R=Y%DE=Y%T=40%TG=40%W=0%S=2%A=S%F=AR%0=%RD=0%Q=)
UL(DF=N%T=40%TG=40%T0OS=0%IPL=38%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUL=G%RUD=G)
IE(DEIES%T=40%TG=40%TOSI=S%CD=S%5|=S%DLI=S) 1

X

A: TCRack 'T;ITCP
number ags

RIPCKReturned
probe IP

"
I !
RO TCP RST | Q: TCHmisc
data checksum | quirks

checksum value checksum

TOSIP type of
service

RUCKReturned
probe UDP

W1-W6
:TCP
initial

win size

W: TCP
initial
win size

S TCP
seq
number

RIPLReturned
probe IP total
lengthvalue

UN: Unusedport
unreach field
nonzero

IPL IP
total

RID Returned RUL Returned
probe IP ID valug probe UDRength

length
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SinFP
[sinfp-latest db]

PatternTcpWindow

SystemClass

idSystemClag®PK)« ..

systemClass

~. K=

idOS(PK) <

idPatternTcpWindoWPK)

patternTcpWindowHeuristicO
patternTcpWindowHeuristicl

patternTcpWindowHeuristic2

PatternTcpOptions

idPatternTcpOptiong>K)

patternTcpOptionsHeuristicO
patternTcpOptionsHeuristicl
patternTcpOptionsHeuristic2

<

r

r

0s

idlpVersio{PK) «

ipVersion

idVendo(PK) .«

vendor

PatternTcpFlags

idPatternTcpFlag®K) .«

patternTcpFlagsHeuristicO
patternTcpFlagsHeuristicl
patternTcpFlagsHeuristic2

PatternTcpMss

idPatternTcpMs&PK) «
patternTcpMssHeuristicO
patternTcpMssHeuristicl

patternTcpMssHeuristic2

f

2

r

E

F

r

E

F

Signature
idSignaturgPK) «
idlpVersion
idSystemClass
idvVendor

idOs

idOsVersion
idOsVersionFamily
idP1PatternBinary
idP1PatternTcpFlags
idP1PatternTcpWindow
idP1PatternTcpOptions
idP1PatternTcpMss

X

idP3PatternBinary
idP3PatternTcpFlags
idP3PatternTcpWindow
idP3PatternTcpOptions
idP3PatternTcpMss

trusted

OsVersionChildren
idSignature

idOsVersion

OsVersion

"~ idOsVersioPK) ¥

osVersion

OsVersionFamily

"~ idOsVersionFami(PK)

osVersionFamily

PatternBinary

» idPatternBinaryfPK)

patternBinaryHeuristicO
patternBinaryHeuristicl

patternBinaryHeuristic2
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Test
P1

P2

Test

Test
P3

104,1,IPvA)indows,MicrosofWindows'VistaVista;
. MMMMO 2. XMOZ X DD
FOx12:FOx12:FOx12,

M1460,M1[34]..M\d+;
00204ffff,00204fffl00204ffff;
W8192,W8[012]. W\ d+;

. MMMMOXZ. XMHX. XPDX
FOx12,F0x12,FOx12,

M1460,M1[34]..M\d+,
00204ffff010303080402080affffffff44454144,00204ffff(?:01)?(?:030308).(.:0402) ?(?:080affffffff44454144)?, O0204ffff(?: 0BM)2(08402)? (?:080affffffff44454144)?,
W8192,W8[012]. WA d+,

. MMMHMZXZ. XHMX. XODX
FOx04,F0x04,F0x012,

MO,MO0,MO,

00,00,00

WO0,wo0,wW0

TcpWindow: TcpOptions TcpMss TcpFlags Binary:
heuristicO, heuristicO, heuristicO, heuristicO, heuristicO,
heuristicl, heuristicl, heuristicl, heuristicl, heuristicl,
heuristic2 heuristic2 heuristic2 heuristic2 heuristic2
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pOf : Base des signatures«t)

# Windows 2003 & Vista

8192:128:1:52:M* W8,N,N,N,SAindows:Vistdbeta)
32768:32:1:52:M1460,N,WO0,N,N,S:.:Windows:2003 AS
65535:64:1:52:M1460,N,W2,N,N,S:.:Windows:2003 (1)
65535:64:1:48:M1460,N,N,S:.:Windows:2003 (2)

fppﬂ?;}
A Version 2.0.8 (2006)

A c LINIXYSUGUNBa RQFYyLFfe&as

A Uniquement sur un SYN (par défaut = pOf.fp)

A Autres fichiers de signatures pour autres modes (expérimentaux)

e a2k o o B

16384:64:1:64:M*,N,N,S,N,WO,N,N, T:.:OpenBSERR0
57344:64:1:64:M*N,N,S,N,WO,N,N,T:.:OpenBSER3L3
16384:64:0:64:M* N,N,S,N,WO,N,N,T:.:OpenBSER3l(scrub)
65535:64:1:64:M* N,N,S,N,W0,N,N,TOpenBSD:3:8.4 (Opera?)
32768:64:1:64:M*N,N,S,N,WO,N,N,T:.:OpenBSD:3.7

rFa e
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LINnF Y C2NXI

TCPNindow TCP Initial IP5 2 y Q TCP SY
Size TTL Fragment Bit PacketSize

7

8192:128:1:52:M*W8,N,N,N,S\indows:Vistabeta) |
- —

TCP Options Quirks OS System OS Name
Class

A Version 2.0.8 (2006)

A c LI NYYSGNBa RQlylfeas

A Uniguement sur un SYN (par défaut = pOf.fp)

A Autres fichiers de signatures pour autres modes (expérimentaux)
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